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The Total Solution

Stop Unwanted
Content

New Internet threats emerge daily. Spam, spyware, phishing fraud, viruses,
inappropriate content and confidentiality leaks infiltrate enterprise networks by
using multiple data entry and exit points, including Web, e-mail, Instant Messaging
and Peer-to-Peer. A combination of threat detection technologies and global threat
experts are needed to secure your enterprise.
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Adaptive Threat Intell igence

SurfControl Adaptive Threat
Intelligence Service

SurfControl’s Adaptive Threat Intelligence Service™ powers the Enterprise Protection Suite. With
integrated, 24/7, worldwide threat analysis and research, SurfControl's Global Threat Experts
deliver dynamic databases and real-time intelligence technologies, providing continuously
adapting protection from ever-changing Internet threats.

First to Detect...First to Protect

E n t e r p r i s e  T h r e a t  P r o t e c t i o n

Continuous monitoring of all Internet threats, from over 20 countries, ensures timely customer
updates and alerts. SurfControl's Global Threat Experts, strategically located on 6 continents,
work non-stop to identify and protect our customers from emerging threats.

Integrated analysis and research of all Internet threats, originating from all Internet sources,
guarantees the most comprehensive protection available. SurfControl's Global Threat Experts
analyze all Internet-borne threats, stemming from Web, e-mail, Instant Messaging and Peer-to-
Peer file-sharing, producing the most powerful day-zero protection against today’s blended
threats.

Adaptive tools and processes ensure proactive protection against ever-changing Internet threats
_ before they impact the enterprise. SurfControl's real-time intelligence technologies detect and
remove threats specific to your line of business, company, or industry. Additionally, SurfControl
enables you to create custom threat databases, unique to your organization, to control both
incoming and outgoing Internet content.
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Real-Time Threat Technologies
SurfControl continues to be the leading innovator of adaptive threat detection technologies. These real-time identification technologies
are used in SurfControl's Global Threat Intelligence Centers as well as integrated into the SurfControl Enterprise Protection Suite, providing
adaptive and proactive protection against threats as soon as they emerge. These technologies rapidly identify and respond to threats
coming in from all Internet access points, around the globe.

At our Global Threat Centers, millions of Internet sites, IM and P2P applications, and e-mail activities are continuously monitored via a
global network of over one thousand Internet link-mining spiders, probe e-mail accounts, and honey pots. Html stripped text, e-mail,
and application components are analyzed for prioritization and categorized
using adaptive intelligence technologies that scan for embedded PICS labels,
malicious code, spyware, viruses, inappropriate image signatures and
inappropriate text.
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SurfControl Dynamic Threat Databases
SurfControl’s 8 multilingual databases offer the most comprehensive,
relevant, and accurate Internet content security available. Signature-driven
threat identification at the component-level identifies malicious applications
and files, even if disguised through renaming, relocation, or compression.
The Threat Databases are continuously updated with new signatures,
delivered automatically to your network. The integration of SurfControl's
databases with one another results in unprecedented day-zero blended
threat protection. Additionally, SurfControl's Dynamic Threat Databases
are customizable, allowing you to address threats relevant only to your
line of business, organization, or industry.

Global Threat Experts
SurfControl's Global Threat Experts are located in dozens of countries
worldwide, providing non-stop Internet monitoring. They supply multilingual
and multicultural
understanding, essential
to offering complete
Internet protection in
today’s global society.
With extensive human
review, instances of mis-
categorization or “false
positives” are
diminished, and the
accuracy of SurfControl's
protection is assured.

Adaptive Threat Intell igence

E n t e r p r i s e  T h r e a t  P r o t e c t i o n

Unparalleled Protection…

…provided By Threat Analysis and Research Worldwide

Download and install your FREE
no-obligation 30 day trial of any

SurfControl product now.

www.surfcontrol.com

Timely, comprehensive and customizable protection

Anti-Spam Agent - Layered protection
with Digital Fingerprints, Heuristics, and
Lexi-Rules

URL Category List - 47 categories,
comprised of over 10 million sites in
over 72 languages

Spyware Shield - Unique signatures
of all spyware components to ensure
total spyware detection and removal

Instant Messaging Shield -
Protection against text, voice, and
video-based messenger applications

Peer-to-Peer Shield- Protection
against almost 500 unique Peer-to-Peer
applications

Anti-Virus Agent - Complete virus
cleansing, scanning, and blocking,
powered by McAfee

Games Shield - Unique signatures
detect over 17,000 gaming applications

Dictionaries - 16 categories in
10 different languages


